Recap of the lecture on the Civil
War Vigenere discovery

Recently a Civil War encrypted message was discovered (see http://www.aol news.com/2010/12/25/civil-war-message-in-a-bottle-
opened-decoded/). We will now decode it, using just a little knowledge of the event. The original message even had punctua
tion, which we will not need to use.

in48:= encrypt ednessage = ToUpper Case [
"seanw eui i uzhdt gcnpl bhxgkozbj gbf eqt xzbwj j oyt kf hrt pzwkpvur ysqvoupzxggoephckuas-
f ki pwpl voj i zhmnvaeudxyf dur j bovpasf m vfyyrdel vpl wagj f sxgj f xsbcuhapntnphi -
j mvbt aset ovbocaj dsvqu" ]

outfasl= SEANW EUI | UZHDT GCNPL BHXGKOZBJ QBFEQTXZBW J OY TKFHRT PZWKPVURY SQVOUPZXGGOEPHCKUASFKI -
PWPLVQJ I ZHVNNVAEUDXYFDURJ BOVPASFM_VFYYRDEL VPLWAG] FSXGI FXSBCUHAPMCVPHI J MVBTASE -
TOVBOCAJDSVQU

The news story stated that this message was sent to General Pemberton. It is not unreasonable to guess that the message started
with something like "Dear General Pemberton”. After afew false starts, once could try "genlpemberton” as the opening line, and
see what the key would be. We found (by subtracting mod 26) that the key would have to start with the characters

MANCHESTERBLU ... ..

A very nice guess is that the key is MANCHESTERBLUES or MANCHESTERBLUFF. Since the latter was one of the 3 main
key words the Conferedacy used (and it seems they sent the message) during the Civil war, we will use that. See
http://en.wikipedia.org/wiki/Vigen%C3%A8re_cipher for a discussion of this weakness. In fact, knowing that there were only 3
key words and the spacing between the words was given makes it very easy for the code to be cracked. Then with this knowl-
edge, we then decoded the rest of the message:

genlpembertonyoucanexpectnohel pfromthi ssideoftheriverl etgenl johnstonknowif possi bl ewhenyoucanattackthesamepoi ntontheene
myslinesi nformmeal soandiwillendeavortomakeadiversi oni havesentsomecapsexpl osi vedevi cesi subj oi nadespatchfromgeneral johnst
on



